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4 |mrnunity Debug

Think!

Cheat Engine 5,4
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Pinball with HOOK?!

import immlib
from immlib import LogBpHook

class pinball_hooks(LogBpHook):
def _init_ (self):
LogBpHook.__init_ (self)

def run(self, regs):
imm = immlib.Debugger()
imm.Run()

def main(args):
imm = immlib.Debugger()
bp_address = 0x0101757C
logbp_hook = pinball_hooks()
logbp_hook.add("pinball_game", bp_address)




immlib.py

Log("msg”)
— Log A =20 HAX]E H4 (Alt + L)

updatelog()

- Log R =% ®HOIE

setStatusBar("msg”)
— MEfEO AKX 2H

clearStatusBar()
— ME A 2™ = HAIX] X|Z



immlib.py

stepln() # F7/
stepOver() # F8
Run() # F9
runTillRet() # Ctrl+F9

setBreakpoint(OxbadcOded)
deleteBreakpoint(OxbadcOded)



immlib.py

« writeMemory(self, address, buf)
— 22| X[t =20 H|O[F A7

* readMemory(self, address, size)
-HZ22|= FE X|E2 A7[9| H|O|H £7|

e iIsvmWare()
— i Ol A7} vmwareOf A 25 OfF =0



immlib.py

» isAnalysed(regs['EIP'])

—- A7 2ME0Y QeI

» analyseCode(regs['EIP'])
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immlib.py

* regs=imm.getRegs()
iImm.Log("OEP : 0x%08X " % regs['EIP'])

o setReg("ESP", OxFFFFFFFF)

« getDebuggedName()

— CIHAE| D = process module 0| & & 7|



immlib.py

« getDebuggedPid()
- CHZE D Q= ZEMA OFO|C| 7|

e iISAdmin()
- L 40| 2BAr Hote = AAE[=7F 0 F



immlib.py

» getAllThreads()
- D= T2 MAQ| thread 2|AE 7|

« callStack()

— Back TraceE Z|AE ©@og Ao

* markBegin(), markEnd()
- A& O0r3, = 03 (A ZF )




immlib.py

 inputBox("title”)

— Olgqd XK} AH A
H= © oo

« comboBox(“title”, “[listl, list2]")
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Unpacker OEP Zt7|!

o Of| A : FSG 2.0

— OP Code& 0|85} &ot= |X| &7
— BreakPoint 47|

- CHAHE 2ot BP 2X| =

— BreakPoint Sij Al

— StepOver()& OEP = Eo}7|



T 7|

#code = "JMP DWORD PTR DS:[EBX+C]"
opcode = "WxFF#x63Wx0C"

res = imm.Search(opcode)

Search() gt

2= - OP Code
=842 T4 (E2[2E FH)



ClH A 3
CHY A

Ol A1 S A

=
C}

Al

0z O

ND
oM = M2t
o rio
U2 ot o
ol >

OF
e

iImm.setBreakpoint(res[0])
Imm.Run(1)
iImm.deleteBreakpoint(res[0])
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iImm.isAnalysed(regs['EIP'])
iImm.analyseCode(regs['EIP'])
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FUSH OWORD FPTR [4AF104]
OwWarRD PTR [4811EC]

WAIT

FCLE®
FLOCW WORD PTR DS: [486860E]




OEPO|| =4 F7|

regs = imm.getRegs()
imm.setComment(regs['EIP'], "OEP!")

NAIT
FIMIT
NAIT
FCLEX
FLOCW WORD FTRE D=
FUSH EEF Original Entry Pointt
MOy EBF,ESF
UnPackF

PUSH & - pModuy e = HIUULL
owarO FPTR H: 4 : GetModu leHand leA

Moy oWarD PTE OS 7 i

FLUSHAD

MOu OWoRD PTER EE

UnPackMe. B8
MOU ESF, DWORD
POPAD
UnF
UnPackMe.
MOU ESF, EEF
POF EEF
PUSH DWORD PTR DS
DWORD FTR DS
WAIT

FCLE
FLOCW wWaROD PTR DS
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plugin X| 4+

e PDK(Plugin Development Kit)S &t A&
+ E ©10f : @ m}o|(Delphi)

e http://www.peid.info/BobSoft/Source/PDK
forDelphi.zip (X| & Z2}0|E 22| & M=




IMMDBG_Plugindata()

function IMMDBG_Plugindata(name: PChar):
Integer; cdec|;

begin
StrLCopy(name, PChar(PLUGIN_NAME), 32);
// Name of plugin
Result := PLUGIN VERSION:

end;



IMMDBG_Plugininit()

function IMMDBG P|U%Inlﬂlt (ImmDbgVersion:
Integer; hWndImm HWND,; features:
PULONG): Integer; cdecl

begin

g_hwndImmDbg := hWndImmDbg;
Addtolist(0, 0, 'ImmunityDebugger Plugin’);

Result := O;
end;



IMMDBG_Pluginmenu()

function IMMDBG_Pluginmenu(origin: Integer; pData: PChar; pltem:
Pointer): Integer; cdecl;

begin
case origin of
PM_MAIN:
begin
// Plugin menu in main window
StrCopy(pData, '0 &menul, 1 &menu2,|2 &About...");

Result := 1;
end;
else
Result := 0; // Any other window
end;

end;



IMMDBG_Pluginaction()

procedure IMMDBG_Pluginaction(origin: Integer; action: Integer; pltem: Pointer); cdecl;
var
sExePath: string;
begin
if (origin = PM_MAIN) then
begin
sExePath := GetExePath;
case action of
0: MessageBox(g_hwndimmDbg, PChar(MENU1), PChar(PLUGIN_NAME), MB_OK);
1. MessageBox(g_hwndImmDbg, PChar(MENU2), PChar(PLUGIN_NAME), MB_OK);
2: MessageBox(g_hwndImmDbg, PChar(ABOUT), PChar(PLUGIN_NAME), MB_OK);
end:;
end:;
end;



Plugin.pas

PM_MAIN : Ol Q12 Kz
OM_DUMP : DUMP%H K 2|
OM_THREADS : THREADS A} X 2|
PM_BREAKPOINTS : BreakPoint &t X 2|
PM_RTRACE : Run Trace & X2
OM_DISASM : CPUXF T 0= X 2]
DM_CPUREGS : CPU Register X 2|
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Plugin.pas

uginmainloop()
uginsaveudd()
uginuddrecord()
uginshortcut()
uginreset()
uginclose()
ugindestroy()



Sample plugin
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« PDK for Delphi
— http://www.peid.info/BobSoft/
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