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IDA PRO?7??
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1M, B ?751K..
H... SIM..
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S\OX

push
call
Xor
noy
moy
lea
push
call
mov
mouy
moy
moy
moy

Gt
.E?

L Y

y i
p.t.
EHJ..

7\3"'

curity_init_cookie
58h
offset dword 18893EQ

__SEH_prologh

ebx, ebx

[ebp-1Ch], ebx

[ebp=4], ebx

eax, [ebp-68h]

eax : 1pStartuplnfo
ds: imp GetStartupinfod@y ; GetStartupInfoA(x)
dword ptr [ebp-4], OFFFFFFFER
dword ptr [ebp-4], 1

eax, large fs:1Bh

esi, [eax+h]

edi, offset  native startup lock
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IDA PRO Plugins

i IDA - C:WlsersWAdministratorwDesklop'Wcalc 1 idb (calcl,

File Edit Jump Search View Debugger Options Windows Hel
Mew instance
* Open,.,
Load file
Produce file -

Script file,,,

IDC IrE

_j Script command,,, S I0C D
il Save e I0C T
NEWS!!!
% Take database snapshot... — H ® R s
0306 8 ., 10C LR

Close / :

-0 28 .. 100 IR

7| [iocipr

ik start

0, C:fllsersWadministrator®DeskiopWealc],
|, CMUsersWadministralor®Deskopteale, b
2 CiflsersWadministrator®DeskopWeale, i

'=] Output window
ryl.llullf
Python?

Pytho \

b

Pytn
Python
Python>

Fython: !
Python

Python> print "Hel
Python>

Python>

Hello CodeEngn 2814

Pythan |
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CodeShare

[Ctrl+4]This function : DB -> IDB

IDA Pro [CtrI+5]This function : IDB -> DB

o [CtrI+6]This function : IDB(raw) -> DB
IDA Python IDB [Ctrl+7]ALL function : DB -> IDB
[CtrI+8]ALL function : IDB -> DB

a Alt + F7 : Script Load [CtrI+9]ALL function : IDB(raw) -> DB

U CodeShare.py
- GET or SET Reverse Information

R
S

Function

Comment

Code

~
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CodeShare

[CtrI+4]This function : DB -> IDB

ush uFFsel loc_1 [ 1L re (o)
(R T U o2 ZQIE|7} S & ot #1X[2
pap BCH _ A, = e ==
e st~ St 740j| CHS MD5 F==
loc 108972E: : DATAREREF: wWinMalnCRYSTartu,
Egﬂi n;:z:;t loc_1BEEF36 . ot AL . F t.
e 3a a ek A U Function

e ) N _ MD
& & s y, (1 Function 2
pmwmmne S HCE B T T M E i s s e o s )
i Attributes: bp-based frame I Name

__initterm_e (puﬂ-nnl . “ﬁ WREF: _WANMainCRTStartups7ELp U Comment /4\

iy 0 i i i1 Offset ~
-w [~ =
e SEA .
- ugsB Function
naw ebp, B5
push nsi :
y bp+ 5]
\E: el y Comment
Code

~
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CodeShare

[CtrI+5]This function : IDB -> DB

ush
call _atexit

pap BCK
ratn

loc_ 10ARTIE:
push ofFset loc_1BBEF36
call _atexit

pap BEX

retn

uFFsel loc_1RBERZA \

: DaTA

qumm: """"""" )

db 5 dup{9ih}

MREF:  WinMalnCRYSTartu,

T B B R O P —

; Wttributes: bp-based frame

__initterm e
arg_W = dword ptr ®
arg_4 = dward ptr  @Gh
nau edi, edi
push ebp
naw ebp, Bsp
push e5i
nav esi, [ebprarg_0]

\ xar Bak, Eak

5 "ﬁ YREF: _WinMainCRTSTartup+TELp

v,

Function MD5
Function Name
Comment

Offset o
~_

Function

Comment

Code

~
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CodeShare

[CtrI+6]This function : IDB(raw) -> DB

[ ] OA IIO0 A2lsF O
ﬂﬁ:lll uF:ul_.tluu_im\ u EI-I: i I_IE-I7I:._E L ol_l- TI IEI_
e 33 3t 7)o gt MDS, 0| &,
.;jh.Eduptg.lﬁﬂ S S Elﬁm*él% EE, _?_*_-l @E%
I O O e T o
loc_108972E: + DATAREREF: WinMalnCRYSTartu) TE
push ofFset loc_1BBEF36
F AT o g A

; Attributes:

__initterm e

arg_W
arg 4

qumm: """"""" )T

T B B R O P —

hp-based frame

= dword ptr ®
= dword ptr dkh

nau edi, edi

push ebp

naw ebp, Bsp

push e5i

nav esi, [ebprarg_0]

\ xar Bak, Eak

5 "ﬁ YREF: _WinMainCRTSTartup+TELp

v,

ccCcccc

Function MD5
Function Name

Disassembile Code
Comment N
Offset unction
Comment
Code

~
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CodeShare

Ctrl+7]ALL function : DB -> IDB
Ctrl+8]ALL function : IDB -> DB
Ctrl+9]ALL function : IDB(raw) -> DB

ush offset loc_1ROERZA

call _atexil
pap e
ratn

T~

db 5 dupd90h)
loc 100972E: ; DATANREF:  WinMainCRYStartupsdbeye U Funct!on MD5 v
G e sia Emiichink Sl Function
8 aT U Disassemble Code
.......... kdh5dup[i“|} ) U Comment Comment
cmmmmnm Y B R DU T I HE smvmmcsascmases o memns o - U Offset
; Attributes: bp-based Frane Code
_initterm e “ﬁ NREF: _WinMainCRIStartups7ELp U Function MD5 v
arg_a = dword ptr & U Function Name
e e 0 &2 B U Disassemble Code
push l_-'ttp' = _I_ u Comment
b G Offset
nav esi, [ebp+arg_B]
\_ *or pax, cax J
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RAW 7?77

0 n:eh]h.cnm_"- ad. phpPrd gl
il 104Python [ Google [T UIOIK B3 Facebook § CodeErgn mi Daum [
L
start <
7064 push 70h MD5 push 70h
) 4
what is 10015607

push offset stru_10015E0 push offset stru_10015E0

o %
ol >

(00000347EE  |call __SEH_prolog call __SEH_proloo
L oM

= A S
SA 23

DB33 x0r ebx, ebx

S dAgo g
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IDA Pro 5.0 oJAF

Error

Q1

el —
_~

.w32 foP processor metapc...0K

1867776 total

Loading IDP module C:\Progras
Autoanalysis subsystem has bg .
Possible file format: M5-DOS executab 3 (C: gram Files\IDA Free\loadersh\dos.1dw)

Possible file format: Portable_gxecytab g03de (PE) (C:\Program Files\IDA Free\loaders\pe.ldw)
Fossible file format: Micr ffgnzfu sgmb (C:\Program Files\IDA Free\loaders\pe.1dw)

Loading file 'C:\Documen E';rffﬂzs Administrator\El8 Z}AN\Cases.d11' into database...
Detected Tfile format: M t sembl

Unloading IDF module C: IDA Free\procs\pc.w3z...

CHUNGNAM NATIONAL UNIVERSITY
INFORMATION SECURITY LAB



www.CodeEngn.com

2014 CodeEngn Conference 10 CodefE ngn



http://www.CodeEngn.com

